
TMTotal Data Loss Prevention Solution
Complete Solution Eliminates Data Losses Within Your Organization

The Access Denied Systems 
Solution will: 
 

secure your data both in-house 

and on
   portable devices such as laptops.

• 

• Remove the “security 

responsibility” 
   from irresponsible users.

• 

authenticate users by fingerprint, 

   eliminating the need for 
passwords 
   and cost associated with lost, 
stolen or
   changing passwords.

• Provides multi-factor security to 

control
    threat of insider/employee data 
theft. 

• Enhances customer confidence 

around
    securing personal and financial 

British data breach affects 25 million
November 21, 2007

British government officials said today that the personal 
information for some 25 million people - about half of the 

Internal data security threats are no longer just an IT issue, but a business survival issue

Over F  

According to a recent Journal of 
Computer Mediated Communication 
study, 80% of publicized data 

November 1, 2000

Gap Inc. revealed that a laptop containing the Social 
Security numbers of 800,000 job applicants was 
stolen from a third-party vendor. The laptop contained 
info of job applicants who applied to the company's 
Old Navy, Banana Republic, Gap and Outlet stores. 
The vendor, not identified by Gap, contacted law 

TJX agrees to $41 million settlement with Visa
Embattled retailer TJX Companies – the parent of TJ Maxx, 
Marshalls and other well-known outlets – has agreed to a nearly $41 million 
settlement with Visa. 

The $40.9 million settlement will fund payments to banks that issue Visa payment 
cards and were affected by the massive breach that is widely believed to have 

TJXs profits are starting to crumble under the weight of the 
massive data breach, according to a filing this week with the 
U.S. Securities and Exchange Commission.

The filing reveals that the Framingham, Mass.-based discount 
retail chain’s net income sharply fell in this year’s second 
quarter compared to the same period last year, from $138 

Deloitte Touche Tohmatsu's recently released security 
survey revealed that 37 percent of the top 100 global 
financial services organizations don't have a 
security strategy, and only 10 percent see security as 
important enough to involve top-line leaders. 

Canada Fumbles Health 
Data in Security Breach

November 26, 2007

The data loss includes HIV and 
hepatitis patient histories for an 

Romney Campaign Laptops Stolen
September 10, 2007 



The Solution

Key Benefits

Today organizations like yours’ are falling victim to 
data losses at an alarming rate. Security experts 
predict these data losses will only increase. This trend, 
in turn, significantly amplifies the financial risk facing 
your organization. Protection is the key and Crystal IT 
provides the most reliable and complete data loss 
prevention solution protects your entire computer 
system from data losses regardless of where the attack 
originates and  safeguards your organization from 
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Every Part of Your Computer Network Is Protected

The Solution Consists of Four Parts;
1. The workstation endpoint utilizing both RF technologies and 
biometrics to authenticate your users and keep unauthorized people 
out of your computer system. The use of Biometrics (in the form of a 
fingerprint scan) authenticates the user and assures you that the 
system integrity is at the highest level.

2. The encryption of your hard drives to protect the contents in the 
event that your system is compromised through a rouge email worm, 
virus,  malware or your firewall is breached. The encryption of your 
system, including your laptops, protects your data from being  
compromised in the event your computer is lost or stolen .

3. The use of the Enterprise software system makes the management 
of both the workstation logical access controls and the encryption 
system easy and accessible from any authorized workstation. 

4. Support before and after the sale to minimize the effort of 
implementing the solution and maximize the  protection of your 
data.

Our solutions protect both small companies and large government 

In the year 2006, the insurance institute publicized the 
fact that 1.2 million laptops were reported missing 
during the previous year. 

During the first month of 2006, Orange County airport 
reported over 200 laptops had been left at the TSA 
security screening area. This is just one, relatively 
small, airport and over a period of one month.

Every day you hear about companies from every 
industry and every location being breached and client 
data is stolen, or company proprietary information is 
taken.

Collages, hospitals, garment manufacturers, stock 
brokers, banks, retail stores, gyms, athletic clubs, 
manufacturers, the list goes on - even governments are 
not impervious to this trend, in November of 2007, 25 
million records turned up missing from a department of 
the Government of the UK. That same day, data went 
missing from the Canadian health department about 
HIV and AIDS patients. (Remember, they have 

?Market Leader in Data Loss Prevention
?Multiple Technologies within a Single Solution
?Cost-effective for Short-term ROI
?Easy to Implement
?Transparent to the User
?Increases Employee Productivity
?One Year of Updates and Support 
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